
2nd 2013 IEEE Conference on Control, Systems and Industrial Informatics (ICCSII) 
Bandung, Indonesia, June 23-26, 2013 

Content-Dependent Image Watermarking using Local 

Gray Level Co-occurrence Matrix Texture Features 

Iwan Setyawan', Ivanna K. Timotius2 

Dept. of Electronic Engineering 
Satya Wacana Christian University 

Salatiga, Indonesia 
iwan.setyawan@ieee.org1, ivanna.timotius@ieee.org2 

Abstract—In this paper, we present a watermarking scheme in 
which the watermark pattern depends on the content of the 
image into which it is embedded. This scheme is aimed at 
preventing operations in which an attacker copies a legitimate 
watermark and embedded into another image. The content 
dependency is achieved by modifying the watermark payload 
with the host image hash. The image hash is constructed using 
local Gray Level Co-occurrence Matrix (GLCM) texture 
features. The watermarking scheme used in this paper is the 
Direct-Sequence Code Division Multiple Access scheme. Our 
experiments show that the proposed content-dependent 
watermarking scheme can resist watermark copying, giving 
watermark BER of 49.25% when a watermark pattern copied 
onto another image is detected using a correct key. 
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I. Introduction 
The use of digital media to distribute images have been 

expanding widely since it offers a lot of advantages, including 
the ease with which the images can be duplicated or edited 
without significant loss of quality. However, these advantages 
also create possible abuses of digital media, for example illegal 
copying of images and distribution of fake (edited) images. 
Digital watermarking is developed to combat such abuses [1], 
By embedding a watermark into an image, one can assert 
his/her ownership of an image or authenticate an image. 

However, simply embedding a digital watermark in an 
image is not enough to combat the following attack scenario, 
known as the copy attack [2]. Let /„, be a watermaiked image. 
An attacker does not aim to remove a watermark from /,„ (or 
render the watermark unreadable) but instead tries to estimate 
the embedded watermark, W Then the attacker embeds W into 
another image, X, resulting in a watermarked image Xw. The 
attacker does not need to know the exact watermarking scheme 
used or the original secret key used. When Xw is passed through 
a watermark detector and the correct secret key is used, the 
watermark W will be detected. The attacker can thus claim that 
image X„ also belongs to the owner of /„, since the owner's 
watermark is present. Such an attack can lead to fraud or 
slander. 

The attack described above works in most watermarking 
schemes since the watermark content does not depend on the 
content of the watermarked image. Therefore, even if Iw and Xw 
have completely different contents, the watermark can still be 
correctly detected. In order to combat this attack, we have to 
make the embedded watermark W content-dependent. Some 
content-dependent watermarking systems have been proposed 
in the literature. For example, the author in [3] proposes the use 
of the relationship between two DCT AC coefficients within an 
image block as the image hash. The authors in [4] propose a 
method of constructing an AZ-bit image hash from projection of 
the input image on N smoothed random patterns, each 
generated using a secret key. 

In this paper, we present a content-dependent watermarking 
system in which content dependency is achieved by performing 
an XOR operation between the watermark payload and the host 
image hash. The hash is generated based on the local Gray- 
Level Co-occurrence Matrix (GLCM) texture features. The rest 
of the paper is organized as follows. In Section II, we present a 
brief overview of the proposed system. In Section III, we 
discuss how we generate image hash from GLCM texture 
features. In Section IV, we discuss the watermarking scheme 
used in this paper. In Section V we present our experiment 
setup and results. Finally, in Section VI we present our 
conclusions.'"" 

II. Overview of the Proposed System 

In this Section, we present an overview of the proposed 
system. The watermark embedding process is as follows. First 
a hash is generated from the host image. An XOR operation is 
then performed between this hash and the watermark payload. 
This modified payload, along with a secret key, are then used 
to generate a watermark pattern. This pattern is then added to 
the host image to generate a watermarked image. This process 
is presented in Figure 1. 

The watermark detection process is presented in Figure 2. 
A hash is generated from a (possibly) watermarked image. This 
image is also processed using a correlation detector, which will 
decode the embedded watermark based on the pattern 
generated using the same key as used in the embedding 
process. An XOR operation must then be performed between 
the output of the correlation detector and the image hash, in 
order to recover the original watermark payload. 
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Figure 1. Block diagram of the watermark embedder 
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these two pixels of interest is denoted by 77 and the distance 
between two pixels is denoted by d. If the parameters tj — 0 
and d = 1 is used (as we use in this paper), the neighbor pixel is 
the pixel exactly on the right of a reference pixel. The four 
statistical values of a normalize co-occurrence matrix P^d used 
as the texture feature are stated as follows [8]; 

Contrast = X Xi'- -/r Pn d ^ v =2, A. = \ 

Energy = ££/£,((,./) 

(1) 

(2) 

Entropy =-2]2]F,.rf((,y)log2 Pnj{i,]) (3) 

Homogeneity = 2, (4) 

Figure 2. Block diagram of the watermark detector 

III. generating Image Hash using Gray Level Co- 
occurrence Matrix (GLCM) Texture Features 

I. Gray Level Co-occurrence Matrix (GLCM) Texture 
Features 
Gray Level Co-occurrence Matrix (GLCM) texture features 

ire statistical based features calculated from the gray level co- 
occurrence matrix. This matrix is a tabulation of how often 
different combinations of the pixel intensity value occur in an 
image [5], GLCM have been used in image watermarking 
applications [6][7]. However, in these works the aim of using 
GLCM is to improve the transparency (visual quality) and 
robustness of the watermark against signal processing attacks 
(filtering, noise, compression, etc.) and geometric attacks. The 
authors do not utilize GLCM to obtain content dependency of 
the watermark to combat copy attack. 

The GLCM is built based on the relation between a 
reference pixel and its neighbor pixel. The orientation along 

B. Generating the Image Hash 
The image hash string from an image I, H,, is generated 

using the following steps: 

• Normalize the image /, such that it has a mean pixel 
value of 128. 

• Divide / into N non-overlapping blocks. 

• Compute the GLCM texture features of each block. Let 
fki, be the k'1' texture feature of the /th image block 
where k = 1, 2, 3,4 and Z= 1, 2, ..., N. 

• Generate the image hash bits for each block according 
to (5). In this equation, hu is the k:h hash bit of the I 
image block. An exception to this rule is that when 
I = N, then the comparison is performed between 
and/ii instead. 

h...= fkl > /*(/+!) 
otherwise 

(5) 

• Concatenate the hash bits from all blocks into a vector 
containing 4/Vbits. 

IV. Direct-sequence Code Division Multiple Access 
Watermarking Scheme 

The watermark-embedding and detection scheme in the 
proposed content-dependent watermarking system uses the 
Direct-Sequence Code Division Multiple Access (DS-CDMA) 
watermarking scheme. This system is widely used in [9][10] 
due to the robustness of the scheme against common signal 
processing attacks such as filtering. It should be noted that 
other watermarking schemes can also be used. The DS-CDMA 
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scheme embeds the watermark in the Discrete Cosine 
Transform (DCT) domain of the host image, although the 
embedding process is performed in the spatial domain. The 
watermark is embedded in the whole region of the host image 
sized m x n pixels. The 2-dimensional watermark is created 
using the following steps [9]: 

• Generate L 1-dimensional binary pseudo-random 
sequences, s„ i = 1, 2, ..L, using a secret key, K. The 
variable L is the number of bits in the watermark 
payload. Each sequence has zero mean and contains 
the numbers -1 and 1. The length of each sequence is 
{m x ri)IL. 

* Generate a 1-dimensional Direct Sequence spread 
spectrum watermark pattern W! by modulating the 
watermark payload using the sequences created in the 
previous step, according to (6). In (6), p, is the !th bit of 
the watermark payload. 

w, =Z(2A-1)si (6) 

• Convert Wj into a 2-dimensional watermark, W2, in 
using a zigzag scan order similar to that used in JPEG. 

• Generate the spatial watermark pattern, w, by 
performing inverse DCT operation to W2. 

The spatial watermark pattern is then embedded additively 
to the host image, i.e., 

I =I + aw (7) 

In (7), Iw represents the watermarked image, I represents the 
host image and a represents the embedding strength of the 
watermark which is determined experimentally. 

The detection process of the watermark is as follows. Given 
a (possibly) watermarked image, !n , the watermark is then 
decoded using the following steps [9]: 

• Using the same secret key, K, regenerate the pseudo- 
random sequences s„ / =1, 2, ..., L. 

• Apply a forward DCT transform on the input image, 
7r. 

• Convert the DCT matrix into a 1-dimensional vector, 
using inverse zigzag scanning. 

• Decode the embedded watermark, one bit at a time, by 
computing the correlation between Sj and cw, i.e., 

P: = 
1, corrCc^s, ) > 0 

0, otherwise 
(B) 

In (8), corr(cw, Sj) represents the correlation between cw 

and s,. 

V. Experiment and Results 

This section details our experiment setup and results. Our 
experiment is performed on a data set containing 30 8-bit 
grayscale images with a resolution of 600 x 600 pixels. 
Examples of the images from the data set are presented in 
Figure 3. This section is divided into two main parts. The first 
part discusses the experiments we performed to evaluate the 
performance of the image hash. The second part discusses the 
evaluation of the complete system. 

IS m 

m 

(a) (b) 
Figure 3. Examples of images in the data set 

A. Performance evaluation of the image hash 
The desired properties of the image hash are good 

discriminating power (i.e., the hash of two images with 
different contents should also be different) and robustness 
under operations that do not significantly alter the image 
contents. The discriminating power of the hash is measured by 
calculating the minimum, maximum and mean similarity 
values of the hash between different images in the test set. The 
robustness of the hash is measured by calculating the 
minimum, maximum and mean similarity values of the hash of 
an image after it undergoes a luminance adjustment by ± 50 
graylevels and a JPEG compression with Q = 80. 

The similarity value between two image hash strings H, and 
Hj is calculated according to the following formula; 

Ch =1-0U/\) (9) 

In (9), nb is the total number of the hash bits of each hash 
strings (in this paper we use nb = 400) and ne is the number of 
bits in Ht that do not match the corresponding bits in Hj. Two 
perfectly matched hashes will give ^ = 1. The average value of 
two randomly generated hashes will give - 0.5. 

When we compare the similarity values of the image hash 
between the images in the data set, we achieved a minimum 
similarity value of 0.38, mean similarity value of 0.51 and a 
maximum similarity value of 0.63. This result shows that the 
similarity values of the image hash between different images 
are low. The results of the experiments to test the robustness of 
the image hash are presented in Table I. 

We can see from this table that the image hash generally 
shows good robustness, in particular against JPEG compression 
which does not significantly alter image contents. Some 
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mages, in particular those that are very dark or very bright, do 
tot perform well in this test when we perform luminance 
idjustments, due to luminance value clipping. 

TABLE I. Image Hash Robustness under Various Test 
Conditions 

Test Condition Average Hash Similarity Value 
Min Mean Max 

Luminance adjustment (-50) 0.70 0.90 0.97 
Luminance adjustment (+50) 0.63 0.86 0.99 
JPEG compression (Q = 80) 0.81 0.91 0.98 

I Performance evaluation of the complete system 
In this paper, the watermark payload embedded to each 

mage in the data set is 400 bits long. To evaluate the 
lerformance of the whole system, we measure the average 
'SNR of the watermarked images and the average bit error rate 
f the detected watermark. The watermark bit error rate, /?, is 
alculated using the following formula: 

_ w 
p = —s-x\00% (10) 

wn 

t (10), w„ is the total number of watermark bits and we is the 
umber of incorrectly detected watermark bits. The watermark 
; detected under the following conditions: 

• The watermarked images are not attacked and the 
correct secret key is used. 

• The watermarked images are not attacked but an 
incorrect secret key is used. 

• The watermarked images are compressed using JPEG 
compression with quality factor 80. 

• The watermark is copied from one image (in this case 
we use the image shown in Figure 3(a)) and then 
embedded into different images (i.e., the rest of the 
images in the data set). 

To copy the watermark from one image and embed it to 
tother image, we use the following formula: 

w' = K-i (ii) 

(11), I is an unwatermarked image, Iw is the watermarked 
;rsion of / and W is the extracted watermark. It should be 
'ted that (11) does not represent a true implementation of the 
ipy attack as proposed in [2], Furthermore, this attack is 
ilikely to happen in real world scenario. Instead, this attack 
n be seen as a worst-case scenario in which an attacker can 
timate W from the watermarked image almost perfectly. 

Our experiments show that the average PSNR of the 
watermarked images is 46.48 dB, which means that the 
watermark is visually invisible. The average BER of the 
detected watermark under various test conditions are presented 
in Table II. From this table, we can see that the watermarking 
system shows good robustness. If the watermark is copied from 
one image to another image, the average BER approaches 50%. 
This result is almost equivalent to the case of a randomly 
generated watermark payload. 

TABLE II. Watermark BER under Various Test Conditions 

Test Condition Average BER (%) 

No attack 8.30 

JPEG compression (Q = 80) 12.26 

Watermark copying 49.25 

VI. Conclusions 
In this paper we have presented a content-dependent 

watermarking scheme using GLCM texture features. Our 
experiments show that the hash generated from GLCM features 
gives good discriminating power and robustness. The content- 
dependency introduced to the watermarking scheme is also 
shown to give good resistance against watermark copying. In 
the future, we aim to improve the robustness of the system 
against a wider range of attacks. 
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